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Ad Hoc Domain Taging Working Group
CADNA Response

CRequest for Information on Domain TagingOgquestionnare is available online at:
wWWW.gnsp.icannorg/issues/domain-tagingfaqgsdefinitionsdomain-taging-10aug07pdf

1) Category
a. IP rightsowner
b. Regstrant

c. IP rights Owner Representative

2) Which of the above categories a-1 may benefit from domain taging - and in
what?

Domain tasting, defined by the Ad Hoc Group as the Qmoneti zation practice employedby
regstrants to use the add-grace period (AGP) to regster domain namesin order to tes
their profitability,Oerablesinteresed partiesto tes domain namesfor value at no cost.
The practice of domain tasting, asis evidert from ICANNO#onthly Regstry Reports,
has reailtedin a significant rise in the number of total newregstrations - the top 10
tasting regstrars account for nearly 10% of all domain growth over the past 2 yeas.
Both regstrars and regstriesbenefit fromthe practice of tasting, sinceit leadsto more
regstrationsand in turn morerevemue. Additionally, ICANN benefits fromthe increase
in the number of regstrations sincethereis a paymen made to them per domain name
regstered

Additionally, the regstrants of namesthat are idertifiedvia tasting berefit greatly from
being able to retain only those namesthat have proventheir worth and traffic, and thus
incur cost only on namesthat havea provenROI.

It isimportant to note that most domain tasting appears to be done by regstrars
thernselves where they are both the regstrar and the regstrant of domain names The
reason for thisisthat regstrars havethe technology to direciy connectto the regstry
and thus add/drop namesautomatically and in red time. It is with this connection and
systenmatic ability to spin and teg namesthat tasting can scale and begn to deliver
significant revenueto the party.
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3) Which of the above categories (a-1) may be disadvantaged by domain taging

- and in what way?

Domain tasting allowsusersto unfairly exdoit a sysem loophole whereby they are able
to ted the value of domain names(based upon the traffic they gererate) on a massive
scale and operate virtually risk free.This practice was not the intended use of the AGP
and is not in the spirit of the inherent intereds of the Internet  This abuse of the AGP
and the subsequert domain regstrations and kiting that occur as a reault of it makeit
much more difficult for businessesto protectthemselves and their customers against
online harms and frauds, thus expanding the list of harmed and disadvantaged parties

Nealy all of the categoriesreferencedare disadvantagedand additionally harmed, by
domain tasting. Fromthe impact on consumer choice, to unfair business practices to the
reaulting harms from namesidertifiedin tasting, there are no winners in domain tasting
beddesthe selectfewregstrars who have skirtedthe line of ertreprereur ship and fraud,
theregstriesthat enable tasting, and ICANN.

The namesthat are regsteredare namesthat have been provento receivedirect
navigation traffic. While many namesthat are tastedare of a generic nature,a similarly
large number of namesare based upon trademarks and famous brands. Consumer
behavior demonstratesthat individuals identify with brands and oftenconcegualize
products and servicesin concert with brand names Consumers directy navigate by
typing in branded namesfor that same reason.

Data on this practice can be seenby exanining the regstration of any branded name.
Thisis particularly true after a newlaunch. For example, Apple announcedtheir OrewO
iPod with a touch screenon 9/6/07. By 9/7/07 there were hundreds of domain namesin
play Bnone of which Apple owned (e.g., ipodtouchtv.com, ipodtouchstore com,
ipodtouchnano.com, etc.). Thes nameswere regstered in the hope that consumers
looking for information from Apple on the new iPod would directy navigate to these
sites

Instead of erding up on the brand ownerOsite, unsuspecing consumers could be routed
to sitesthat expmse themto spyware, promote the sale of what turns out to be counterfeit
goods, expose their personal information for further exploitation, or display a pay-per-
click site, none of which was the consumerOsvant or expectation.
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Who is harmedand how?
a. Individual InternetUsers (The general public)

Domain tasting has contributedto a dramatic increase in domain regstrations, and some
of the regstrants of those namesar e cybersquatting on wel-known brands. In those
situations, theregstrant is able to harm consumers (through spam, spyware and other
crimewares phishing, and the sale of unwanted counterfeit goods) by using the brands to
bridge the trust gap.

b. Non Commercial Internet User (Would-be Regstrants)

Domain tasting has contributedto a dramatic increase in domain regstrations, asis
evidert from ICANNO#onthly Regstry Reports, and has reultedin a significant risein
the number of total newregstrations - the top 10 tasting regstrars accauntedfor nearly
10% of all domain growth over the past 2 yeas. The number of available .COM domain
namesis dwindling and consumers are left with fewer choicesand fewer opportunities
Consumers with legtimate interedsin regstering domains are left with less desrable
and lessrelevant choices Furthermore, high-volume tasters have a distinct advantage
over other consumers in this competition for dedrable domains because theyare able to
identify namesthat they want through automated means and directconnectionsto the
regstry.

c. Government

The AGP, domain tasting, and subsequent domain reg strations are catal yss for
govemment involvemert. In caseswhere domain names that contain othersCtrademarks
areidertifiedto havevalue during the AGP and end up being usedin cyber-crime,
govemmental organizations becaneinvolved The volume of domain namesthat arein
the AGP at any giventime allow partiesto operatein virtual hiding for the 5 day
window- it is nearly impossible for erforcemert to cut through so many millions of
names In addition, with criminals regstering and using domain namesof govemment
bodiesand personnel, the govemmert falls victimto cybersquatting practicesas well.
ICANN has a connection with the US Commerce Department, so if problems persist, the
US govemment will unavoidably became more directly involvedin policing Internet
fraud.
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4)

5)

d. IP Owners

Because branded and trademarked namesinherently garner large volumesof traffic,
cybersquatters oftenregster domains that contain these names either in their original
formor with common spelling errors or typosin order to redrectvisitors and consumers
onto fakewebsites

As noted previoudly, it isimportant to talk about domain regstrations whendiscussing
domain tasting. Tasting enablesthe idertification of domain name regstrations. Names
that areidertified as having value are often cybersguatted names

Cybersguatting is costing brand owners worldwide well over $1 billion U.S. dollars every
yea asareallt of diverted sales theloss of hard-earned trust and goodwill, and the
increasing erforcenert expense of protecting consumers from Internet-based fraud.
Depending on the brand ownerOsndustry, the total impact of cybersquatting on a single
brand could be in the tens of millions of U.S. dollars whentaking into consideration the
value of lost leads and sales costs of dilution, confusion, poor customer experiencesand
millions of lost unique Web site visitor impressions eve'y week

e. |IP Rightsrepesertative

CADNA, asan IP Rights Representative, is a coalition of brand owners that is working to
make the Internet a less confusing and safer placefor consumers and businessesalike.
The caalition is taking action to end the practicesof domain name tasting and kiting and
to reduceinstancesof cybersquatting. Our membership is concemed about the impact of
these practiceson their business, on their IP rights, and on their consumers.

Do you believe that domain taging impacdsthe security and stability of the
Internet - if so, in what way?

Yesb Domain tasting impacts the security and stability of the Internet We look at
secuity and stability from the user perspective and not from an infrastructure standpoint.
As noted previously, tasting emablesusers to iderntify namesthat garner traffic and reach
an intended audience. Such namescan be usedby criminalsto sted, sell counterfeit
goaods, or just to confuse the public. In all examnpleswhere domain regstrations
ultimately are usedfor harmjust because that garner inherert traffic, the secuity and
stability of the Internetisthreaened.

Haveyou requested the deletion of a domain name during the AGP - if so,
how many times and for what reason?

No
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6)

7)

Haveyou been disadvantaged by domain taging - if so, how?

As a caalition of brand owners that are represenativesof their customers, CADNA has
beendisadvantaged by domain tasting. Our members encounter domain regstrations
that arein placebecause of tasting on a regular basis and as mentioned, cybersguatting
on asingle brand could be in the millions of U.S. dollars whentaking into consideration
the value of lost leads and sales costs of dilution, confusion, poor customer experiences
litigation costs, and lost unique Web site visitor impressions every week.

Do you haveany other suggestionsin addition to A-C above?

Yes In addition to these recanmendations, CADNA will be issuing a whitepaper
examining Delete Caps, Activation After Payment and other domain tasting solutionsin
much greater defail.

a. Activation After Paymernt (no refunds on activenames BThisisa practicethat is
enployedby a number of ccTLDs, though Activation-After-Payment should not
be seenas a prevertion method against domain tasting simply because other
TLDs employ the practice. No TLD islike .COM in terms of traffic, customer
adoption and value, and thus comparing it to other TLDs such as .ORG is often
not relevent.

The spirit of the Activation-After-Payment policy is that a domain nameis only
activein the root after full payment has beenmade. In practicethiswould
eliminate the ability for tasting regstrars and other large tasters to havean
unfair competitive advantage overthe gereral public; theywould no longer be
ableto ascertain traffic metrics on non-active namesand would thus haveto pay
for every name they wish to understand and garner traffic on. Any name would
haveto be paid for before a PPC site or any other contert would be able to
reslveon that site.

This policy, though, would keepthe AGP in place for mistakesand charge backs
sincethereis no needfor such namesto belive.

b. Cap the number of OfeeOdeletesa regstrar is able to haveas a portion of their
total number of Oalds.O The deletes should be a very small number (the average
percertage of all regstrar deletesexcep for the top tenand bottomten, for

example).
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8)

9)

Which additional disadvantages would each suggestion bring?

The only suggedion presertedby the ad hoc group that isviable at all is eliminating the
AGP. Eliminating the AGP would not creae any disadvantages

Which additional benefits would each suggestion bring?

Eliminating the AGP will create an Internet where abusive practicesin the name space
arelessfrequert. All named categorieswould berefit fromthis. Domain tasting occurs
today because of abuse of a loopholein policy. Thisloophole needs to be closedwhile
taking into accaunt all groups needs.

10) Should any of these suggestions be implemented, and if so, please explain

why or why not?

Option Aisa viable option (as noted previously).

11) If domain registrations are offered at no cod to theregistrant by aregistry

(outside of special promotions), would this effectively permit domain taging?

Yes Becausetasting isprimarily done by regstrars, allowing domain regstration at no
cost would exacerbate the already rampant problem of tasters teding the profitability of
domain names Offering domain regstrations to the general public would allow anyone
to taste domains.

12) Areyou opposed to offering domain registrations at no cos tothe

registrant?

Yes As explained above, this practice would increase the prevdence of domain name
tasting, and thus would lead to more regstrations and undoubtedy more cybersquatting;
all of which could cause further harm to brand owners and consumers alike.

13) Should ICANN impose a minimum registration fee on domain registrations -

if so, what should the minimum fee be?

No. Minimumregstration feesmay make cybersquatters more selective but it will not
eliminate the practice of domain name tasting.
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14) Please provide any statistical or other factually supported information (with
sour ce or source data included for third party validation) that could be
useful for analyzing domain taging issues.

CADNA is conducting a statistical audit of domain tasting and kiting via a long-term
study of many ters of thousands of domain names At the time of this writing that
analysisisincomplete; however, CADNA will makeit available upon completion (most
likely in the month of September).

15) Please name any expert persons you know of regarding any issuesraised by
this RFI.

CADNA, its members, and FairWinds Partners, who is involvedwith the administration
of CADNA, are all experts in the domain name space and are committedto working
towards furthering stability of and the confidencein the name space.
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16) Please provide any other comments you may haveto this RFI.

Giventhe global communityOsncreasing relianceon the Internetas a portal for the
conduct of commerce and the open exchange of information, policymakers must act to
shore up accountability and transparency on the Internet. If wefail to modernize our
policies if weallow policiesto exist that emable practicesthat have a negativeimpact on
consumers and businessesalike, thenwe risk squandering the InternetOgotertial, failing
ourselvesand failing future gererations.

Though there are policiesin placeto protectagainst cybersguatting, the everchanging
landscape of Internet fraud has made it so that the practiceis asaliveand profitable as
ever. CADNA viewstasting as an unfair contributor to practicesthat can lead to
cybercrime. As has beenshown by ICANNOsated report, tasting has drivenup the total
number of domain regstrations. In addition, accarding to a recent industry report, there
areover 1 million kitedsitesre-regstereddaily, collecively bringing in $100-125
million in annual reverue for profiteers and some criminals. All domain tasters are not
cybersquatters, but domain tasting leads to a net negativeimpact on the Internet
community as a whole and thus should not be allowedto continue.

As mentionedbefore, diverted sales the loss of hard-earnedtrust and goodwill, and the
increasing erforcenert expense of protecting consumers from Internet-based fraud has
takena grea financial toll on brand owners and negatively impacted consumers and the
Internet community as a whole. Cybersquatteddomain namesare a large part of this
overall problem, and domain tasting enablesfraudsters to know which brand related
namesto regster because of the traffic theyget Because of that, cybersquatters are able
to succesfully lure consumers into purchasing counterfeit products (including potertially
harmful counterfeit prescription drugs), giving away their personal information (which
could lead to further financial 1oss) and unwittingly exposing thenselvesto spyware
deposits -- in addition to creating an overall negative online experience for the many
peoplethat look to the Internet to fulfill their personal and professional needs.

Today, approximately 30-32 million domain namesare involvedin kiting or were
identifiedand regsteredvia tasting (in many waysthe majority of PPC siteswe see today
are areallt of domain tasting sincethere business model is based upon namesneedng
traffic), with approximately 2 million namesbeing tasted evely day. Because ICANNOs
AGP policy erablestasting and kiting, ICANN needs to take action to eliminate the
loopholesthat allow for these practices Furthermore, regstrarsthat are using domain
tasting to idertify namesto regster are warehousing domain names Suchregstrarsare
abusing their fiduciary dutiesto the public, and ICANN should exdicitly ban tasting and
this practice of warehousing namesin the Regstrar Accredtation Agreamert. To date,
ICANN has not addressedthese loopholes therehy failing to protectboth consumers and
theintellectual property community.
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Our hope is that this Ad Hoc group® work leads to policy reform, and CADNA is
committedto working with ICANN and each representative constituercy as necesary to
ersuretherights of all users are protectedand that the ultimate reault is a better Internet
for consumers, domain invegors, regstrars, brand owners, and all other relevant parties

We hope to collaborate with other like-minded or ganizations to advise and work with
ICANN to find new solutions to this everevdving problemof Internet fraud.
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